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Abstract- In this Paper, we think about and break down Network Protocols Packet header and payload data make a parcel which catch the as of now running system activity and play out some particular investigation to improve utilization of this checking apparatus. The principal preferred standpoint of our innovation is the capacity to produce estimations continuously and it is the electronic application which effectively interfaces rapid system and begin observing as needs be, second, the instrument can be effortlessly reached out to consider a few sorts of system conventions bundle header and payload analyzer. Investigation organize data to reproduce correspondence between two hubs in a system. It is a convoluted assignment that normally requires the handle of various sort of investigation for unfaltering purposes. This instrument permits organize manager to get a top knowledge in the system movement traveling in an over saw network. We have directed a trial study to check the adequacy of our device, and to decide its ability to process huge volumes of information gives. Keywords –TCP, ARP, UDP, ICMP[3], TCPDUMP, IPv4, IPv6 I. INTRODUCTION 
It is watches exchange union territory arrange use and gives a 
factual show of information in a system. The system indicates 
screen shows the data that is Timestamp, Source IP, and 
Destination IP, Source Mac address, Destination mac address, 
Payload length and so forth. The intention of study is to build 
up an IPv4/IPv6 [12] arrange analyzer otherwise called a 
Packet analyzer, network monitoring tool [9], 
protocolanalyzer or packet sniffer [14]. It is an electronic PC 
application that can block and log movement passing 
generally speaking an advanced system or some portion of a 
system. As data streams flow across the network, the sniffer 
captures packets by TCPDUMP [1] and if needed decodes the 
packet's raw data, showing the values of other fields in the IP 
packet, and analyses its content according to the appropriate 
logical operator or other specifications. When traffic is 
captured, either the entire contents of packets can be recorded, 
or the headers can be recorded without recording the total 
content of the packet. 

 Fig.1 Captured packet in command prompt –tcpdump – i 
1 –n 

 
15:52:42.475432 00:1d: 09:46:a3:43 > 00:08:02: ee: 1c:08, 
ether type IPv4 (0x0800), length 74: 172.31.9.56.41120 > 
172.31.9.84.23 S 2754605757:2754605757(0) win 5840 <mss 
1460, sack OK, timestamp 99293 0, nop, wscale 7> 
0x0000:  0008 02ee 1c08 001d 0946 a343 0800 4510 0x0010:  
003c 7160 4000 4006 5e81 ac1f 0938 
How to capture a packet in ipv4 with the help of tcpdump 
command 
#! /bin/bash /usr/sbin/tcpdump -i eth0 -ne -c 50000 > network 
Till 0x300, packet contains header data. From line 0x400 it 
contains payload data. Payload data of parcel information can 
be moved in various conventions in scrambled or plain frame. 
The packet 
catch should be possible on a mirror port of a Switch or a 
Switch through which the movement to 
be checked is passing 
A. Header: The header contains headings about the data 
passed on by the package. For example Length of the Packet, 
allocate tradition, objective address, source address et cetera. 
Substance of header depends on upon transport tradition, i.e. 
TCP, UDP or ARP. 
B. Header differences: The innovation of IPv6 lies in its 
header. It is two times larger than [13]IPv4 header and it is 
formed of a Fixed Header and zero or more Extensions 
(optional headers). All the essential information for a router is 
kept in the fixed header. The Extension contains optional 
information that helps routers to understand how to handle a 
packet. The IPv6 header has lost some fields that were used in 
the IPv4 header [5] as you can see in Fig.2 thus saving time 
processing the packets. IPv6 fixed header [5] is 40 bytes long 
while IPv4 is 20 bytes. The version field represents the version 
of internet protocol (i.e. 0110 is version 4). 
C. Payload: Payload is likewise called the body or 
information of a packet. This is the real information that the 
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packet is conveying to the goal. On the off chance that a 
packet is settled length, then the payload might be cushioned 
with clear data to make it the correct size. Data going in 
payload is scrambled or plain relies on upon the sort of 
convention utilized for information transmission like telnet or 
SSH, and so forth 
This paper provides a methodology to extract packet header 
and payload information and use it to reconstruct the 
communication. If the data is transferred in plain text format, 
then the complete text can be retrieved. 
 

II. OBJECTIVES 
The objective of this paper is observes local area network 
usage and provides a statistical display of data in a network. 
The network display monitor displays the information that 
is TIME STAMP, SOURCE IP, DESTINATION IP, 
SOURCE MAC, DESTINATION MAC etc.  
Administrators can deal with the movement and screen any 
irregular use. This apparatus is fundamental to monitor the 
parcels that sending and getting the framework. This 
venture can give a statically information of the system 
movement and consequently we can enhance the 
effectiveness and execution of the network. 
Capturing is the process by which the network monitor 
collects the information and all the information is stored in 
a database and decodes the packet's raw data, showing the 
values of various fields in the packet, and analyses its 
content according to the appropriate logical operator or 
other specifications. When traffic is captured, either the 
entire contents of packets can be recorded, or the headers 
can be recorded without recording the total content of the 
packet.  

 Fig.2IPv4 header and IPv6 header 
 
The structure of packet sniffer comprises of two sections:- 
packet analyzer and packet capture(pcap).Packet analyser 

chips away at application layer though pcap catches packet 
from every single other layer, for example, physical layer, 
connect layer, IP and transport layer. Packet analyzer speaks 
with the pcap which additionally catches bundles from the 
applications running on the system.  
 
 
How does a packet sniffer work? 

 Fig.3 Structure of packet sniffer 
 
Most of the packet sniffers work as a pcap application. The 
normal flow in a pcap application is to initialize network 
interface, then further set the filter, to filter the packets to be 
accepted and rejected. Packets are accepted and log is 
maintained continuously until the interface is closed, and 
further processes the packets captured.  

 Fig. 4 Data encapsulation in a packet 
 

To catch the data in these packets it does the 
accompanying strides:-  
Step 1: Initially an attachment is made. To bargain with raw 
binary information, , raw sockets are made. For each 
attachment made it have an attachment handle, attachment 
sort, nearby and remote address.  
Step 2: Then the NIC (network interface card) is set to an 
unbridled mode. Word reference importance of indiscriminate 
mode is exhibiting an unselective approach. All packet 
moving in a system reaches the NIC of the considerable 
number of hubs and afterward additionally checks IP address 
of the goal hub and IP address of the present hub. Henceforth, 
when wanton mode is dynamic it acknowledges every one of 
the parcels touching base on its NIC independent of the goal 
address.  
Step 3: Final stride is convention understanding. Convention 
elucidation implies the information to be brought for the 
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conventions said, for example, TCP/UDP [2], IP, ICMP, and 
so on. 
 
Internet Protocol Version 4 (IPv4) 
Internet Protocol version 4[2] is one of the major protocols in 
the TCP/IP[11] protocols suite. This protocol works at the 
network layer of the OSI model and at the Internet layer of 
the TCP/IP model. Thus this protocol has the responsibility of 
identifying hosts based upon their logical addresses and to 
route data among them over the underlying network.  
IP provides a mechanism to uniquely identify hosts by an IP 
addressing scheme. IP uses best effort delivery, i.e. it does 
not guarantee that packets would be delivered to the destined 
host, but it will do its best to reach the destination. Internet 
Protocol version 4 uses 32-bit logical address. 
 

III. METHODOLOGY 
Types of Analysis 
A-Searching protocol analysis This field will provide the details of packets according to the 
selected protocol and required fields. 
B-Top talker analysis 
This field will provide the top 5 machines or source IP 
according to the number of bytes and number of packets. 
C- Time source IP analysis This field will provide the details of packets and help to 
detect the problem according to the given specific time. 
D-Port number analysis 
This field will provide the details or packets and help to find 
the specific application currently working on which machine. 
E-Reconstruction analysis This field will use to reconstruct the network communication. 
A-Searching protocol analysis-First analysis is 
SEARCHING PROTOCOLS in which simply select the 
protocol ARP,UDP,TCP,IP,ICMP and provide the required 
field and submit it then it will fetch all the information from 
Database for IPv4 packets according to given information 

.Fig .5 Captured packet in command prompt with 
tcpdump command 

 
B-Top talker analysis 
Second analysis is TOP TALKER on the basis of number of 
packets and number of bytes of the particular protocol for 
which simply select the protocol and requires field then it will 
fetch TOP 5 Source IP from the database. 

 

 Fig.6 Select protocol than after fetch top source IP for no. 
of byte  

 Fig.7Select protocol than after fetch top source IP for no. 
of packet 

C-Time source IP analysis 
Third is analysis TIME SOURCE IP in which simply select 
the protocol then it will fetch the time of particular protocol 
and display in menu then select the start time and end time 
so it will fetch all the source ip from the database between 
given time then select the source ip and required field and 
submit it so it will fetch all the related information from the 
database.   
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 Fig.8 Select starting and ending timing  

 Fig.9 Select source IP and its fields 

Fig.10 Time analysis and get all information for 
particular source IP 

 

D-Port number analysis: Fourth analysis is PORT 
NUMBER according to the given two types of port number 
reserved and non- reserved port number and user can find 
all the related information such as time stamp, source and 
destination ip address, mac address and so on. 

 
Fig.11 Select reserved or non-reserved port no.  

 Fig.12 Get all information regarding regarding reserved 
or non-reserved port no 

 
E-Reconstruction Analysis 
Fifth analysis is RECONSTRUCTION this is the very 
important analysis in the NETWORK which is done on the 
basis of application and reconstructs the network between 
sender and receiver according to the particular application 
for which provide two ip of the network and select the 
application and submit it so it will provide the information 
to reconstruct page of the network. 
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Fig .13 Reconstruction analysis result 
ORIGNAL PAGE: - HTTP 80 RECONSTRUCTION 

Fig.14 Reconstruction Page  

 Fig.15Output after reconstruction page  Display 
information for http 80 reconstruct the network  

communication  details 
 
Internet Protocol Version 6 (IPv6):-IETF (Internet 
Engineering Task Force) has redesigned IP addresses to 
mitigate the drawbacks of IPv4. The new IP address is 

version 6 [4] which is 128-bit address, by which every 
single inch of the earth can be given millions of IP 
addresses.  
Today majority of devices running on Internet are using 
IPv4[7] and it is not possible to shift them to IPv6 in the 
coming days. There are mechanisms provided by IPv6, by 
which IPv4 and IPv6[6] can co-exist unless the Internet 
entirely shifts to IPv6:   Dual IP Stack   Tunneling (6to4 and 4to6)   NAT Protocol Translation  
 

IV. PROJECT PERSPECTIVE 
It is a web based application by which the Admin firstly do 
login process and after that admin can view all the 
information about network packets after capturing all the 
packets with the help of tcpdump command. 
It is a big project which is running on business management, 
big organizations and where the large number of systems 
available in a network.  

V. SCOPE 
The scope of the project is that the System administrators 
will be able to view a more in-depth status assessment 
including measures of specific services on a given server 
and also see all related information about the current 
running network [10]. 
A real time network monitoring tool can be widely used in a 
network of originations where the large number of 
computer system is established. 

 
VI. RESULT & DISCUSSION 

Administrators can manage the traffic and monitor [9] any 
abnormal usage. This tool is Essential to keep the track of 
the packets that sending and receiving the system. This 
study can provide a statically data of the network traffic and 
thus we can improve the efficiency and performance of the 
network. 
Capturing is the process by which the network monitor 
collects the information and all the information is stored in 
a database and decodes the packet's raw data, showing the 
values of various fields in the packet, and analyzes its 
content according to the appropriate logical operator or 
other specifications. When traffic is captured, either the 
entire contents of packets can be recorded, or the headers 
can be recorded without recording the total content of the 
packet. 
 

VII. CONCLUSION 
The scope of the project is that the System administrators 
will be able to view a more in-depth status assessment 
including measures of specific services on a given server 
and also see all related information about the current 
running network. A real time network monitoring tool can 
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be widely used in a network of originations where the large 
number of computer system is established  
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